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Attorney Docket No, 50554-0011 
AMENDMENTS TO THE CLAIMS 



1 1 . (Cuirently Amended) A method of managing electronic mail, the method comprising the 

2 computer-implemented steps of: 

3 automatically generating certain criteria based on contents of a plurality of electronic 

4 mail messages received over a network; 

5 wherein the step of automatically generating certain criteria includes: 

6 automatically determining what paiticular content to use to identify electronic 

7 mail messages as a first type of electronic mail message by performing 

8 steps that include determining that a threshold number of said plurality of 

9 electronic mail messages have a particular content, and 

10 in response to determining that a threshold number of said plurality of electronic 

1 1 mail messages have said particular content, generating one or more criteria 

12 that identifies electronic mail messages that have said particular content as 

13 the first type of electronic mail; 
14 

15 receiving an electronic mail message over said network; 

16 detemiining whether said electronic mail message satisfies said one or more criteria; 

17 if said electronic mail message satisfies said one or more criteria, then processing said 

18 electronic mail message as said first type of electronic mail; 

19 if said electronic mail message does not satisfy said one or more criteria, then processing 

20 said electronic mail message as a second type of electronic mail; 

2 1 wherein said first type of electronic mail is processed differently than said second type of 

22 electronic mail; and 
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23 wherein at least one electronic mail message of said plurality of electronic mail messages 

24 has not been classified, before determining that a threshold number of said 

25 plurality of electronic mail messages have a particular content, as belonging to 

26 said first type. 

1 2. (Previously Presented) The method of Claim 1 wherein: 

2 the method further comprises the step of generating a message signature for said 

3 electronic mail message based on contents of said electronic mail message; and 

4 the step of determining whether said electronic mail message satisfies one or more 

5 criteria is based on said message signature. 

1 3 . (Previously Presented) The method of Claim 1 , wherein determining that a threshold 

2 number of said plurality of electronic mail messages have a particular content includes 

3 determining that at least a portion of each of said plurality of electronic mail messages 

4 have said particular content. 

1 4. (Previously Presented) The method of Claim 1 , wherein the step of generating certain 

2 criteria based on contents of a plurality of electronic mail messages received over said 

3 network includes tracking how many message signature elements of said plurality of 

4 electronic mail messages match. 
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1 5. (Previously Presented) The method of Claim 1 wherein the step of generating certain 

2 criteria based on contents of a plurality of electronic mail messages received over said 

3 network includes the steps of: 

4 generating message signatures for each electronic mail message of said plurality of 

5 electronic mail messages, wherein each message signature includes one or more 

6 message signature elements; and 

7 counting how many of said one or more message signature elements match message 

8 signature elements from other message signatures. 

1 6. (Previously Presented) The method of Claim 5 wherein the step of determining whether 

2 said electronic mail message satisfies said one or more criteria includes determining 

3 whether a message signature generated for said electronic mail message includes at least 

4 one message signature element that matches a threshold number of message signature 

5 elements of previously generated message signatures. 

1 7. (Previously Presented) The method of Claim 6 wherein the step of determining whether a 

2 message signature generated for said electronic mail message includes at least one 

3 message signature element that matches a threshold number of message signature 

4 elements further includes determining whether a message signature generated for said 

5 electronic mail message includes at least one message signature element that matches a 

6 threshold number of message signature elements of previously generated message 

7 signatures that are associated with a period of time. 
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1 8. (Original) The method of Claim 1 wherein the step of processing said electronic mail 

2 message as a first type of electronic mail includes adding a bulk electronic mail flag to 

3 said electronic mail message. 

1 9. (Original) The method of Claim 8, further including the steps of 

2 after processing said electronic mail message as a first type of electronic mail, 

3 transmitting said electronic mail message to an electronic mail server; 

4 said electronic mail server receiving said electronic mail message, 

5 said electronic mail server determining whether said electronic mail message contains 

6 said bulk electronic mail flag; and 

7 if said electronic mail message contains said bulk electronic mail flag, then processing 

8 said electronic mail message without further verifying whether said electronic 

9 mail message is bulk electronic mail. 

1 1 0. (CuiTently Amended) A method of managing electronic mail, the method comprising the 

2 steps of 

3 a central server receiving message signatures fi-om a set of electronic mail servers a 

5 automatically detenniniTig what particular content to use to identify electronic mail 

6 messages as bulk electronic mail by performing steps that include detennining 

7 that a threshold number of message signatures received by said central server 

8 from said set of electronic mail servers match; 

9 in response to determining that a threshold number of message signatures recei ved by 

10 said central server ft'om said set of electronic mail servers Tnaich, generating 
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1 1 cseHaifi a set of one or more criteria tesed -eH-<;<>Rtents- {>f -a-|>^^^ 

1 2 ident ifies electronic mail messages pee^ived-m^"a"a^tw<^vi Mia t have said 

13 particular content as bulk electronic mail ; 
14 

1 5 an electronic mail server determining whether said a paiticular message signature for aii 

1 6 electronic mail message satisfies asaid set of one or more criteria7-wli^F<5iii-t^ai4 s^t 

1 7 o- f one or more criteria k based on B^e^?^H^g<^ej gnat\ire -j py evieu^y^yee eived b> ^^id 

18 e^^\4*rxl t^er-ver- 

19 if said rec^ive dparticuiai' message signature satisfies said set of one or more criteria, then 

20 said electronic mail server processing said electronic mail message as bulk 

21 electronic mail; 

22 wfeerevR4ke^=^l^ep-ef-said-^teo^lf^^i<^ 

23 sigrralHire ■saiirrfie^?-a-^^et--ef-eBee^^ 

24 |x>:t-k->B"ei"Sai4"mie3^^age'3ignt;?iir^ 

25 o-f^rRe^^et^g^^- ^natuxe^jh f^ received by said central s nep^^erf^em-^ xi. sei of 

26 dteeH-eHk-mail-^erve^^Sv-afH* 

27 wherein said threshold number of message signatures are generated from a plurality 

28 electronic mail messages4ki4; and 

29 wherein said plurality of electronic mail messages include at least one message that has 

30 not been identified, as bulk electronic mail, before determining 

3 1 ef-sivid"n^sa.£^e-^i^i^at-ap&-mat€hes--a^ a threshold number of 

32 message signatures prtjvieusly received by said central server from said set of 

33 electronic mail servers match . 
1 11. (Canceled) 
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1 12. (Currently Amended) The method of Claim 10, wherein: the step of a central server 

2 receiving fi'om an electronic mail server tt-message tyig^^t^fe^^signatures includes receiving 

3 a set of one or more v-ak-ia^^ -geBdi-M^d -by- a- of^tj-^^^^^ 

6 tfea'^^.^i-atm^fee^^H^^^ values generated by a one-way hash function. 

1 13. (Original) The method of Claim 12, the method further including the step of transmitting 

2 one or more messages to said electronic mail server specifying changes to one or more 

3 routines invoked by said electronic mail server to generate message signatures. 

1 14. (Original) The method of Claim 13, wherein the step of transmitting one or more 

2 messages includes transmitting platform-independent byte code. 

1 15, (CuiTently Amended) A method of managing electronic mail transmitted over a network, 

2 the method comprising the steps of 

3 a central server receiving from a set of electronic mail servers certain message signatures 

4 generated from aplura]itv,electronic mail messages received by said set of 

5 electronic mail servers, wherein each message signature of said certain message 

6 signatures includes one or more message signature elements; 

7 said central server generating eei^msa count of how many times said one or more 

8 message signature elements are matched by message signature elements from 
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9 message signatures generated for other electronic mail messages of said plurality 

10 of electronic mail messages; 

1 1 automatical] y detennining what particular content to use to identify electronic mail 

12 messages as a first type of electronic mail message by performitig steps that 

13 iticlude detennining that a threshold number of said plurality of electronic tnail 

14 messages have a particular content based on said count; and 

15 in response to determiTving that a threshold number of said plurality of electronic mail 

16 messages have said patticular content generating one or more criteria that 

17 identities electronic mail messages that have said particular content as the first 

18 type of electronic mail; 
19 

20 wherein at least one message of said plurality of electronic mail messages has not been 

21 classified, before determining that a threshold number of said plurality of 

22 el ect r o nic mail me ssa g es have a particular content , as b elonging to said first type; 

23 and 

24 said central server transmitting a message reflecting said ^eui^is one or more criteria . 

1 16. (Previously Presented) The method of Claim 1 5, wherein: 

2 the step of a central server receiving includes receiving a particular recipient signature 

3 associated with a particular message signature; and 

4 the step of generating counts includes generating counts of how many times said one or 

5 more message signature elements match message signature elements that are: 

6 generated for other electronic mail messages, and 

7 associated with a recipient signature that differs from said particular recipient 

8 signature. 
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1 17. (Canceled) 

1 18. (CuiTently Amended) The method of Claim 16, wherein the step of transmitting messages 

2 r6%^fii'}g"Saki6euM(^'includes transmitting message signature elements associated with 

3 counts greater than a threshold. 

1 19-25. (Canceled) 

1 26. (Currently Amended) A computer-readable medium carrying one or more sequences of 

2 one or more instructions for managing electronic mail, wherein the execution of the one 

3 or more sequences of the one or more instructions causes the one or more processors to 

4 perform the steps of 

5 automatically generating certain criteria based on contents of a plurality of electronic 

6 mail messages received over a network; 

7 wherein the step of automatically generating certain criteria includes: 

8 automatically detemiining what particular content to use to identify electronic 

9 mail messages as a first type of electronic mail message by performing 

1 0 steps that include determining that a threshold number of said plurality of 

1 1 electronic mail messages have a particular content, and 

1 2 in response to determining that a threshold number of said plurality of electronic 

13 mail messages have said particular content, generating one or more criteria 

14 that identifies electronic mail messages that have said particular content as 

1 5 the first type of electronic mail; 
16 

17 receiving an electronic mail message over said network; 
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18 determining whether said electronic mail message satisfies said one or more criteria; 

19 if said electronic mail message satisfies said one or more criteria, then processing said 

20 electronic mail message as said first type of electronic mail; 

21 if said electronic mail message does not satisfy said one or more criteria, then processing 

22 said electronic mail message as a second type of electronic mail; 

23 wherein said first type of electronic mail is processed differently than said second type of 

24 electronic mail; and 

25 wherein at least one electronic mail message of said plurality of electronic mail messages 

26 has not been classified, before determining that a threshold number of said 

27 plurality of electronic mail messages have a particular content, as belonging to 

28 said first type. 

1 27. (Previously Presented) The computer-readable medium of Claim 26 wherein: 

2 the computer-readable medium further comprises sequences of instructions for 

3 performing the step of generating a message signature for said electronic mail 

4 message based on contents of said electronic mail message; and 

5 the step of deteiinining whether said electronic mail message satisfies said one or more is 

6 based on said message signature. 

1 28. (Previously Presented) The computer-readable medium of Claim 26 wherein determining 

2 that a threshold number of said plurality of electronic mail messages have a particular 

3 content includes determining that at least a portion of each of said plurality of electronic 

4 mail messages have said particular content. 
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1 29. (Previously Presented) A computer-readable medium carrying one or more sequences of 

2 one or more instructions for managing electronic mail, wherein the execution of the one 

3 or more sequences of the one or more instructions causes the one or more processors to 

4 perform the steps of 

5 a central server receiving message sign a tures from a set of electronic mail servers-a 

6 H H^ssage signaiare geriera ^ied-4k>^ n an ek ^yefHe-fflm^ message ; 

7 automatically determiiMng what particulai' content to use to identify electronic mail 

8 messages as bulk electronic mail by performing steps that include determining 

9 that a threshold number of message signatures received by said central server 

10 from said set of electronic mail servers match; 

1 1 in response to determining that a threshold number of message signatures received by 

12 said central servei' from said set of electronic mail servers match, generating a set 

13 of one or more criteria that identifies electronic mail messages that have said 

14 particular content as bulk electronic mail; 
15 

16 an electronic mail server determining whether Hm4 a particular message signature for an 

1 7 electronic mail messa ge satisfies asaid set of one or more criteria^ w h<sr6m -^faid:^^* 

18 elk->He-of--mei'e-^Htma-if^%a5^H:>H-H^ 

1 9 em^fcfakK^Prej ' from the -e^ t of electr e^iT- mail servers ; 

20 if said i-ei-t;i ve^ lpar licul ar message signature satisfies said set of one or more criteria, then 

21 said electronic mail server processing said electronic mail message as bulk 

22 electronic mail; 

23 -v4>e?(^4ft4l^.e-5tef^e^ mai l sei:-ver de termining vvlu'tl ^^e^-^tU^^ief^^a^ 

24 s4g^iaturaiS^lisBes--a^^etof^neoT'-?H^^^ 
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26 of-ffiess-ag^"Signtitm'es-;pi-evk^usiy-i^^ 

27 etevrfOfvi c mail ^j er v^^rSr-a^ 

28 wherein said threshold number of message signatures are generated from a plurality 

29 electronic mall messages-4bM ; and 

30 wherein said plurality of electronic mail messages include at least one message that has 

31 not been identified, as bulk electronic mail, before determining ¥f4Te#ief-a-fK;>f!4^ 

32 of sai^ fHes^sage signaHif^ Hv^itehe;^ a p a threshold number of 

33 message signatures pi^ieti^rf^received by said central server from said set of 

34 electronic mail servers match. 
1 30. (Canceled) 

1 31. (Currently Amended) A computer-readable medium carrying one or more sequences of 

2 one or more instructions for managing electronic mail, wherein the execution of the one 

3 or more sequences of the one or more instructions causes the one or more processors to 

4 perform the steps of 

5 a central server receiving from a set of electronic mail servers certain message signatures 

6 generated from a plurality electronic mail messages received by said set of 

7 electronic mail servers, wherein each message signature of said certain message 

8 signatures includes one or more message signature elements; 

9 said central server generating eeunis a count of how many times said one or more 

10 message signature elements are matched by message signature elements from 
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1 1 message signatures generated for other electronic mail messages of said plurality 

12 of electronic mail messages; 

13 automatically detenn inin g what particular coirlent to use to identify eiectronic mail 

14 messages as a first type of electronic mail messa ge by performing steps that 

15 include deiennining that a threshold number of said plurality of electronic mail 

16 messages have a particular con tent based on said count; and 

17 in response to determining thai; a threshold number of said plurality of electronic mail 

18 messages have said particular content, generating one or more critetia that 

19 identities electronic mai] messages that hav^e said particular content as the first 

20 type of electronic mail; 
21 

22 wherein at least one message of said plurality of electronic mail messages has not been 

23 ciassitled. before determining that a threshold number of said plurality of 

24 electronic mail messag es have a partic ular content, as belongin g to said first t y pe ; 

25 and 

26 said central server transmitting a message reflecting said i-euiii-^ one or more criteria . 
27 



1 32-37 (Canceled) 



1 38. (Previously Presented) The computer-readable medium of Claim 26 wherein the step of 

2 generating certain criteria based on contents of a plurality of electronic mail messages 

3 received over said network includes tracking how many message signature elements of 

4 said plurality of electronic mail messages match. 
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1 39. (Previously Presented) The computer-readable medium of Claim 26 wherein the step of 

2 generating certain criteria based on contents of a pluraUty of electronic mail messages 

3 received over said network includes the steps of 

4 generating message signatures for each electronic mail message of said plurality of 

5 electronic mail messages, wherein each message signature includes one or more 

6 message signature elements; and 

7 counting how many of said one or more message signature elements match message 

8 signature elements from other message signatures. 

1 40. (Previously Presented) The computer-readable medium of Claim 39 wherein the step of 

2 determining whether said electronic mail message satisfies said one or more criteria 

3 includes detemiining whether a message signature generated for said electronic mail 

4 message includes at least one message signature element that matches a threshold number 

5 of message signature elements of previously generated message signatures. 

1 41. (Previously Presented) The computer-readable medium of Claim 40 wherein the step of 

2 detemiining whether a message signature generated for said electronic mail message 

3 includes at least one message signature element that matches a threshold number of 

4 message signature elements fuither includes determining whether a message signature 

5 generated for said electronic mail message includes at least one message signature 

6 element that matches a threshold number of message signature elements of previously 

7 generated message signatures that are associated with a period of time. 
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1 42. (Previously Presented) The computer-readable medium of Claim 26 wherein the step of 

2 processing said electronic mail message as a first type of electronic mail includes adding 

3 a bulk electronic mail flag to said electronic mail message. 

1 43. (Previously Presented) The computer-readable medium of Claim 42, the steps further 

2 including 

3 after processing said electronic mail message as a first type of electronic mail, 

4 transmitting said electronic mail message to an electronic mail server; 

5 said electronic mail server receiving said electronic mail message; 

6 said electronic mail server determining whether said electronic mail message contains 

7 said bulk electronic mail flag; and 

8 if said electronic mail message contains said bulk electronic mail flag, then processing 

9 said electronic mail message without further verifying whether said electronic 
10 mail message is bulk electronic mail 

1 44, (Previously Presented) The computer-readable medium of Claim 29, wherein- the step of 

2 a central server receiving from an electronic mail server a message fyi-geatm-e signatures 

3 includes receiving a set of one or more- v^tues-ge^i^rat^d -by-a ir^He-way^ 

4 andri^^e^efi-elH^me-^^ message 

6 vai^ies mal^h^es-a-#vr^siH^ld nuH^^^^^ values generated by a one-way 

7 hash ftinction. 
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1 45. (Previously Presented) The computer-readable medium of Claim 44, the steps further 

2 including the step of transmitting one or more messages to said electronic mail server 

3 specifying changes to one or more routines invoked by said electronic mail server to 

4 generate message signatures. 

1 46. (Previously Presented) The computer-readable medium of Claim 45, wherein the step of 

2 transmitting one or more messages includes transmitting platfonn-independent byte code. 

1 47. (Previously Presented) The computer-readable medium of Claim 31, wherein: 

2 the step of a central server receiving includes receiving a particular recipient signature 

3 associated with a particular message signature; and 

4 the step of generating counts includes generating counts of how many times said one or 

5 more message signature elements match message signature elements that are: 

6 generated for other electronic mail messages, and 

7 associated with a recipient signature that differs from said particular recipient 

8 signature. 

1 48. (Canceled) 



1 49. (Currently Amended) The computer-readable medium of Claim 47, wherein the step of 

2 transmitting messages f-e^xleet-ing-said eotii'^'^^s^i^ transmitting message signature 

3 elements associated with counts greater than a threshold. 
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1 50, (CuiTently Amended) A method of managing electronic mail, the method comprising the 

2 computer-implemented steps of: 

3 automatically generating certain criteria based on contents of a plurality of electronic 

4 mail messages received over a network; 

5 wherein the step of automatically generating certain criteria includes, in response to 

6 determining that a threshold number of said plurality of electronic mail messages 

7 have a particular content, generating one or more criteria that classifies electronic 

8 mail messages that have said particular content as a first type of electronic mail; 

9 receiving an electronic mail message over said network; 

10 determining whether said electronic mail message satisfies said one or more criteria; 

1 1 if said electronic mail message satisfies said one or more criteria, then processing said 

12 electronic mail message as said first type of electronic mail; 

13 if said electronic mail message does not satisfy said one or more criteria, then processing 

14 said electronic mail message as a second type of electronic mail; 

15 wherein said first type of electronic mail is processed differently than said second type of 

1 6 electronic mail; 

17 wherein the step of determining that a threshold number of said plurality of electronic 

18 mail messages have a particular content includes the steps of 

19 generating message signatures for each electronic mail message of said plurality 

20 of electronic mail messages, wherein each message signature includes one 

21 or more signature elementsVi and 

22 counting how many of said one or more signature elements match signature 

23 elements fi-om other message signaturesr;. and 
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24 wherein a t least one electronic mail mes sa ge of sa id pluralit y of eiectronic maii 

25 messages has not been classified, before determining that a threshold number of 

26 said plurality of electronic mail messages have a particular content, as belonging 

27 to said first type. 
28 

1 51. (Previously Presented) The method of Claim 50 wherein the step of determining whether 

2 said electronic mail message satisfies said one or more criteria includes determining 

3 whether a message signature generated for said electronic mail message includes at least 

4 one signature element that matches a threshold number of signature elements of 

5 previously generated message signatures. 

1 52. (Previously Presented) The method of Claim 51 wherein the step of determining whether 

2 a message signature generated for said electronic mail message includes at least one 

3 signature element that matches a threshold number of signature elements further includes 

4 determining whether a message signature generated for said electronic mail message 

5 includes at least one signature element that matches a threshold number of signature 

6 elements of previously generated message signatures that are associated with a period of 

7 time. 

1 53. (Cun'ently Amended) A computer-readable medium carrying one or more sequences of 

2 one or more instructions for managing electronic mail, wherein the execution of the one 

3 or more sequences of the one or more instmctions causes the one or more processors to 

4 perform the steps of 
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automatically generating certain criteria based on contents of a plurality of electronic 
mail messages received over a network; 

wherein the step of automatically generating certain criteria includes, in response to 

determining that a threshold number of said plurality of electronic mail messages 
have a particular content, generating one or more criteria that classifies electronic 
mail messages that have said particular content as a first type of electronic mail; 

receiving an electronic mail message over said network; 

determining whether said electronic mail message satisfies said one or more criteria; 
if said electronic mail message satisfies said one or more criteria, then processing said 

electronic mail message as said first type of electronic mail; 
if said electronic mail message does not satisfy said one or more criteria, then processing 

said electronic mail message as a second type of electronic mail; 
wherein said first type of electronic mail is processed differently than said second type of 

electronic mail; 

wherein the step of determining that a threshold number of said plurality of electronic 
mail messages have a particular content includes the steps of 
generating message signatures for each electronic mail message of said plurality 
of electronic mail messages, wherein each message signature includes one 
or more signature elementst^ and 
counting how many of said one or more signature elements match signature 
elements from other message signatures: ; and 
wherein at least one electronic mail message of said plurality of electronic mail 

messages has not been classifie d, before determining that a threshold number of 
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said plurality o f electroni c mail messages have a particular content, as belonging 
to said first type. 

(Previously Presented) The computer-readable medium of Claim 53 wherein the step of 
determining whether said electronic mail message satisfies said one or more criteria 
includes determining whether a message signature generated for said electronic mail 
message includes at least one signature element that matches a threshold number of 
signature elements of previously generated message signatures. 

(Previously Presented) The computer-readable medium of Claim 54 wherein the step of 
determining whether a message signature generated for said electronic mail message 
includes at least one signature element that matches a threshold number of signature 
elements further includes determining whether a message signature generated for said 
electronic mail message includes at least one signature element that matches a threshold 
number of signature elements of previously generated message signatures that are 
associated with a period of time. 
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